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ABSTRACT
A sportsman’s watch no longer marks the time, but it also provides
information on the geographical location, on the number of steps,
on the heart rate, on the blood oxygenation, on the blood pressure,
etc. The bracelet of an elderly person can measure different physi-
ological signals and can transmit them in real time to her doctor,
allowing him to monitor the state of health even if the two are
not in the same place. Thanks to the implementation and use of
sensors, watches and bracelets have become smart objects. It is the
world of the Internet of things that enters the health sector and fills
the shelves of electronic stores with objects that can monitor our
bodies. A market sector that is worth billions of dollars, but that has
several implications along with its benefits. What happens to our
data? Who has access to our data? Is it possible to cyber-attack these
devices? Is our behavior influenced by reading this data? These are
some of the questions that arise from the use of IoT devices in the
health sector and in this paper we will address them by analyzing
this scenario in detail, by highlighting threats and vulnerabilities
and by proposing approaches that might mitigate issues related to
the use of IoT in the health scenario.
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1 INTRODUCTION
People use social media to talk about their illnesses, symptoms,
and feelings and make their health decisions according to what
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they read on-line [9, 14, 22, 29]. This phenomenon is highlighted
by the number of online health data that increased a lot in the last
few years [30] (i.e., approximately 72% of US and 47% of European
Internet users have searched online for information about a range
of health issues like specific diseases and treatments [3, 17]). In
addition to people, the scenario is observing an increasing number
of algorithms that access to these data to understand not only what
people think (e.g., [10, 15, 20]), but also to identify whether they
are healthy or not (e.g., [8, 11, 33]). Far from deciding whether this
is a promising or a dangerous scenario, we simply observe that the
Internet of Thing is about to revolutionize the health scenario.

Internet of Things (IoT) is an idea recently embraced by academia,
industry, governments, city administrators to connect people and
physical objects with the final goal of improving the life quality
of citizens [6]. To achieve this improvement, it is necessary to
transform these objects into their “smart” version. Indeed, objects
should be able to capture, share and communicate data to service
providers, where the analysis of the collected data might performed
and then used to produce intelligent services [19, 25]. Examples
of physical objects that might become smart are vehicles, home
appliances, smartphones, home and wearable sensors, whereas
examples of intelligent services are: road lane control, efficient
electricity consumption, crash prevention or exercise tips to keep fit.
In general, these services can be grouped under the name of smart
city, smart home, smart environment, smart health, smart industry,
etc. Among these, one of the most promising IoT application is the
so called “Smart Health” scenario.

The global IoT in healthcare market size is projected to reach
USD 534.3 billion by 2025 and the penetration of connected devices
in various healthcare institutes and the use of personal IoT sys-
tems are seen as the key factors augmenting the market growth
[12] together with advancements and innovation in wearable tech-
nology (sensors, wireless communication and computational ca-
pability) and increasing incidence of chronic diseases. Statistics of
2018 talk about more than 97,000 mobile health apps available on
main app stores and at least 52% of smartphone users collecting
health-associated information on their cell phones. The importance
of IoT technologies in the medical sector is highlighted by the term
IoMT, a recent definition that became available to indicate the In-
ternet of Medical Things, a collection of medical and fitness devices
and applications that connect to healthcare IT systems through
online computer networks. It is important to note that, if until a few
years ago, medical devices available to private citizens were very
expensive and cumbersome, nowadays we are witnessing a conver-
gence between fitness and medical devices [35] and the progressive
development of smaller and low cost versions that are being sold
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at affordable prices. For instance, the Apple watch incorporates a
photoplethysmogram sensor to measure heart rate. Moreover, the
acquired physiological data are usually used by smartphone apps
to provide medical advice.

The fields of applications of IoT in the medical sector seem to be
endless, but the most promising ones are:

• Remote PatientMonitoring: healthcare professionalmight
remotely monitor patients thanks to the use of smart body
sensors able to perform specific tests on the patient’s body.
Needless to say, this monitoring is particularly suited to the
chronically ill and the elderly;

• Electronic Healthcare Records: patient’s data might be
collected into a centralized center where healthcare profes-
sional such as doctors, nursers, labs, etc., might find all the
patient’s data in real time regardless of their geographical
location. The availability of patient’s data will allow data
analytics to provide insights and/or predictions about the
health status of a patient;

• Preventive Healthcare: the availability of patient’s data
might trigger a personalized, collaborative and preventive
form of care: when a potential problem is sensed, IoT devices
might alert the patient’s doctor for a proactive action) [26,
34].

There are many examples of IoT healthcare applications. For
instance, Philips developed devices that are able to alert patients
when it’s time to take their pills, and can provide pre-filled cups
with medication 1; Eversense provides a glucose monitoring system
that uses a sensor, implanted below the patient’s skin, to measure
the blood glucose level and send it to patient’s doctor using a mobile
phone app 2. In general, the benefits that IoT might introduce in
the health sector can be summarized in:

• Cost reduction (e.g., thanks to the remote monitoring, it
is likely that visits to doctors and hospital stays will be re-
duced);

• Better accuracy: (e.g., a continuous monitoring will likely
improve the accuracy of the diagnosis);

• Medicine tracking: (e.g., IoT will make it possible to check
if patients adhere to their treatment plans, rehabilitation and
post-operative care);

• Improved efficiency: (e.g., through the avoidance of unnec-
essary tests, but also by increasing the speed of intervention
in emergency situations);

• Geographical independence: (e.g., patient’s data will be
available to health professional regardless of the patient’s
location and health care delivery will be ensured even in
resource-limited settings and remote locations);

• Real-time monitoring: (e.g., IoT devices can collect, and
transfer to doctors, health data such as blood pressure, oxy-
gen and blood sugar levels, weight, and ECGs and so on and
so forth, allowing constant management in case of cardiovas-
cular diseases or timely intervention in case of acute trauma
or stroke).

The benefits described above are just the bright side of the IoT
healthcare scenario, but there are threats and vulnerabilities that
1https://www.lifeline.philips.com/
2https://ous.eversensediabetes.com/products/

might slow down the adoption of IoT devices. In the following, we
describe what we consider the most important issues that need to
be addressed.

2 ISSUES IN THE IOT HEALTHCARE
SCENARIO

In 2011, a research highlighted that an insulin pump might be re-
motely hijacked and its entire insulin supply administrated to the
patient causing her a possible lethal insulin shock [23]. On August
2014, a news reported a massive health data theft by a group of
hackers that managed to breach the network that connects 206
hospitals in the United States, and to obtain 4.5 millions patients’
records including sensitive information such as names, addresses,
birth-dates, telephone numbers and social security numbers [16].
It is very plausible that these threats remain nowadays, since it
was just in the end of 2017 when Privacy researchers at Yale Law
School have discovered third parties clandestine app trackers se-
cretly collecting and analyzing data from a wide range of Google
Play and Apple Store apps. On 2017, a research showed that im-
plantable cardiac devices (i.e., pacemakers and defibrillators) have
vulnerabilities that could allow hackers to deplete the battery or
to give incorrect pacing or shocks. These examples shows some
security vulnerabilities of IoT devices in the health scenario, but
security is not the only problem.

In 2013, IoT botnets were found to be collecting users’ personal
information and monitoring their activities without user consent
and not even awareness of this data acquisition [31]. The sale of
fitness data to third parties - mostly for advertising reasons, but
also to insurance companies with an interest in knowing about cus-
tomers’ pre-existing conditions or chronic diseases - had occurred
and was denounced again in 2014. Indeed, a study conducted by
the US Federal Trade Commission on several fitness apps, found
dissemination of users’ data to third parties without their consent.
Some years later, in 2018, the launch and introduction of Apple
Health app opened new questions and concerns about the security
and privacy of users’ health data, especially when its storage and
processing take place on the cloud. These events clearly show the
problems that affects the market of medical devices and wearables:
they are vulnerable to tampering from hackers and cybercriminal,
that could be able to access them and manipulate their functioning,
with dangerous implication for patients’ health (see implantable
defibrillators or pacemakers). As established by Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule 3 the
providers must ensure that the infrastructure is secure and that
their clients’ data and applications are protected [35].

In general, IoT sensors have the potential to provide benefits to
patients and to potentially transform healthcare, but they might
also expose patients and healthcare providers to risks. Among the
several threats and vulnerability, in the followingwe describe details
of the most important ones:

• Security. It refers to “physical, technological, or administra-
tive safeguards or tools used to protect identifiable health
data from unwarranted access or disclosure” [2] at back-end
(IT systems), front-end (sensors) and network level [28]. In
a scenario where health depends on devices connected to

3https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
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the network, ensuring safety is of fundamental importance.
Indeed, a cyberattack alters the number of steps in a bracelet
it is certainly harmless, but an attack on a pacemaker, a
defibrillator or an insulin pump can become lethal. Further-
more, when connected to an unprotected or poorly protected
network, all devices represent endpoints for potential cyber-
attacks, or access points to the wider network where patient
health information are stored. Indeed, health information
are now more valuable on the black market than credit card
information [37] (e.g., health insurance records are valued
10 times more than credit card verification value (CVV) num-
bers and may be used to purchase prescription drugs, submit
billings in other people names and obtain health insurance)
Needless to say it is necessary to ensure the security of com-
munications, otherwise people could be wary of these de-
vices, slowing down or eliminating personal and healthcare
benefits.

• Confidentiality. It refers to the obligation of all profession-
als involved with access and processing of patient records
or information, to hold such data in confidence, that is, that
health information are protected from being shared with
third parties without express consent. It is the traditional
professional confidentiality that applies to conversations and
visits between physicians and patients, that is it nowadays
evolving into its digital form: patients can send medical re-
ports or measurements to doctors via mobile apps or directly
from wearables, but are we completely confident these data
is not being shared with other individuals or companies?
From a more technical point of view, confidentiality is also
defined as the process that ensures that sensitive data will
be readable only by the intended destination [32]. When
all your personal health data are in one place there might
be benefits but also threat. It is very useful for doctors to
establish a diagnosis, it can facilitate the task of analysis
algorithms that, having a lot of data available, can try to
predict the health status of a patient. But what happens if
these data are available to health insurance companies or
to employers? A person with a chronic illness could be dis-
criminated against, denying her the health insurance or a
job. Again, it is necessary to implement mechanisms able to
guarantee the confidentiality of data.

• Privacy . It refers to the right of patients to be in control
of “the acquisition, uses, or disclosures of his or her identifi-
able health data” [27], because even if health data is usually
stripped of users’ identification information, it can easily
be combined with other data to give a full portrait of each
individual. Of course, the privacy right can be exercised by
individuals who have ownership of the data. To clearly estab-
lish the ownership of data could not be as straightforward as
it seems and it may also vary depending on the context, i.e.
people collecting data on a sleep monitoring app or calories
tracker versus data collected by hospitals or doctors and
stored in patients’ Personal Health Records. The issue of
privacy is also connected to the protection from exposure
(accidental or malicious) of personal data that may reveal
the user/patient identity: even if health data is anonymized

and stripped of users’ identification information, it can eas-
ily be re-combined with other data to give a full portrait of
each individual. Kumar et al [28] further distinguish four
layers of privacy to be addressed: (1) Privacy in device, or the
unauthorized manipulation of hardware/software in device;
(2) Privacy during communication, e.g. during data trans-
mission; (3) Privacy in storage, that should affect only the
minimum necessary amount of information and anonymized
for identity protection; (4) Privacy at processing, that should
be done in compliance with data owner’s

• Unintended behavior. It refers to people who change their
behavior according to the physiological data they observe
on their device. Some people might become less active when
they notice that many other people are less active; other
become addicted to their physical activities; other become
anxious about their health; other try to analyze their data
to produce self-diagnosis, etc. The point is, data is not in-
formation. Turning raw data into meaningful and useful
information is a task reserved for specialists. Heartbeat data
can be turned into insights by a doctor, that could take deci-
sion and act appropriately, but could be turned instead into
misleading information by an ordinary person. It is there-
fore necessary to inform people that these sensors provide
data, not information. Similarly, it is always good to remind
people that smartphone applications that gather and process
this data by turning it into information, in most cases have
no scientific value, do not rely on scientific literature and
ultimately do not replace medical advice.

These four issues can put the entire IoT health sector at risk. For
this reason, it is necessary to address these aspects and to look for
solutions that allow people to enjoy the benefits rather than fear
the risks of IoT sensors and devices.

3 CURRENT APPROACHES
Since news and “scandals” related to data theft and data breaches
continue to appear on newspapers regularly, some of these issues
have been noticed already in the last times, along with some at-
tempts to address them in various ways.

It has been proposed, for example, to submit Health apps to
the same certification process of medical devices, that are actually
being controlled and assessed by entities such as the Food and
Drug Administration (FDA) for the United States, or the European
Medicines Agency (EMA) for Europe. It has been observed that
this idea implies the need for definition of a clear boundary be-
tween medical and fitness/wellness apps [36]. For the Medical and
Healthcare Regulatory Agency (MHRA) in England, apps are con-
sidered comparable to medical devices depending of the activity
they perform (record archiving vs data interpretation; monitoring
vs diagnosis) and the level of risk for patient that they represent [1]

Others have suggested that an app review system should be de-
veloped to help final users to take informed decision before deciding
which app to download and install on their devices. For example,
it has been proposed by Boulos et al. [5] that such assessment sys-
tem should take into account aspects like content quality, usability,
device connectivity standards, app security and user privacy. Also,
a plethora of app evaluating frameworks exist: Henson et al. [24]
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analyzed 45 of them mapping all parameters that they evaluate into
a structure of five main levels, that can be used by developers as
a guidance. Aspects to be evaluated include (1) background infor-
mation, (2) privacy and security, (3) evidence based, (4) ease of use
and (5) data integration. For what concerns privacy, and in Europe
specifically, it is worth mentioning that GDPR has been adopted
in the attempt to protect users’ privacy and increase control over
data uses.

4 CHALLENGES
The IoT might open endless opportunity to healthcare professional
and private citizens, but for a large employment it is necessary
to address important and different challenges. Despite some ap-
proaches that have been proposed, such challenges still hold today.
In the following, we highlight the most important ones and related
questions that should guide further investigation with the aim to
find better solutions.

4.1 Security
A smart object acquires data (e.g., blood pressure, heart rate, etc.)
and transmits it to a processing center where data analytics soft-
ware transforms it into information. Needless to say, in order to
transmit this data, the physical object must be connected to a com-
munication network. As a result, like any other device connected
to the network, smart objects might become possible targets of
attacks that can lead to data loss and/or data manipulation. If we
want IoT medical devices to become popular and widespread, a
basic requirement to have tangible benefits from network effects, it
is necessary to have real-time and secure communications (i.e., no
malicious and/or accidental attacks) [4, 7, 13]. One might think that
the use of standard security techniques (e.g., cryptography) may be
sufficient, but the IoT scenario has peculiar characteristics. Indeed,
IoT devices are produced by different manufacturers and have very
different features from one another. For example, devices might be
active (i.e., devices with batteries such as smartwatches) or passive
(devices without batteries such RFIDs), communication protocols
might have a high consumption of energy (e.g., Wi-Fi) or a low con-
sumption (e.g., bluetooth low energy). Moreover, ensuring security
in this scenario means ensuring security from one end (at the sensor
side) to the other end (at the processing center) and security means
authentication (every device involved in the communication must
be identifiable), confidentiality (only authorized persons must be
able to access the data), and integrity (the data cannot be modified
during their journey to the destination).

4.2 Privacy
In the Internet scenario, themajority of users are increasingly aware
of the fact that personal data is often a currency for obtaining free
services [18, 21]. For instance, they know that the service provided
by a search engine is paid with the knowledge of the keywords they
are using; they are aware that the use of a social network is paidwith
personal data. Even in the mobile environment, there is a growing
awareness that the applications that are installed free of charge
are paid with personal data (i.e., calling data) and metadata (e.g.,
location). The IoT health scenario is rather unclear. For example,
where do the data collected by wearables go? Certainly, IoT sensors

collect data and transmit it to the application on the smartphone to
allow its basic functioning, but does the transmission end there?
Or does the data “come out of the phone” to other stakeholders?
If a user is willing to share a photo or her geographical location,
perhaps she is not as happy if the sharing concerns her own health
conditions. More clarity is needed. The terms of use of IoT health
devices must be transparent and must explicitly say who has access
to the data, who is the owner of the data, who is in control of it.
Without this clarity it is likely that in the long run users will begin
to look at these devices with great suspicion. If today many users
do not share their geographical location, one day they could stop
using health applications.

4.3 Integration
IoT is a heterogeneous scenario: many devices, many manufactur-
ers, many communication protocols. The result is a set of devices
with very different characteristics. This variety limits the devel-
opment and adoption of IoT devices. For example, as a final user,
how can I be sure that the device I bought to monitor my heart
rate is compatible with my smartphone? And, as a producer, what
technology should I embed in the device I’m producing so that it
does not immediately become obsolete? Having so many differ-
ent producers trying to impose their standard or their ecosystem
does not favor the development of the entire IoT health sector. On
the contrary, it slows it down. It is necessary to have a common
standard, used by any IoT device. Fortunately, it seems that the
scenario is moving in this direction as demonstrated by the Open
Connectivity Foundation 4 initiative that provides an open source
IoT framework to produce a connected ecosystem.

4.4 Business Model
Considering how profitable the medical records business is envis-
aged [38] and the key value personal and medical data represent
for a range of sectors from research to health agencies to pharma
companies and even marketing and insurance agencies, it is indeed
a rightful thinking to suspect a flourishing market for health and
fitness data. The growing interest of key players like Apple and
Google in the race to healthcare applications is cause of concern
for users, that generally distrust companies that are usually and
ultimately motivated by profit; even though the great potential in
terms of insights that can be obtained from AI and machine learn-
ing analysis on health data for the prevention of severe diseases,
the eventuality of data being sold to third parties with commercial
purposes stresses the necessity of laws that protect patients’ right
to anonymity and consent handling. Although there are producers
who have invested heavily in IoT health (e.g., companies in the
fitness sector) there is not a clear business model in the sector. For
this reason, many companies are aiming to create their own eco-
system, but the presence of many eco-systems (e.g., Samsung vs.
Apple vs. Huawei vs. Google, just to name a few) is slowing down
the expansion of the IoT health sector. Indeed, other manufacturers
are afraid to enter the market as the uncertainty about the return
on investment limits their investments. It is undeniable that the
development of a solid business model cannot take place until the
problems highlighted above are present. Once security, privacy and
4https://openconnectivity.org/
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integration are guaranteed, then it will be possible to think of a solid
business model. Until then, we will have to settle for companies
that seek to dominate the market or to visionary entrepreneurs
who are trying to break the domain of a few.

5 CONCLUSIONS
IoT applied to personal and public health is certainly a fascinating
scenario. On the web, there are many examples of the wonders that
can be achieved by connecting simple sensors to the human body.
This new computational paradigm is about to change health preven-
tion and patient’s treatment but is about to revolutionize the entire
health industry composed of pharmaceutical companies, research
centers, insurance agencies, hospital centers, public health, and
personal health. Everything is changing, but not each new product,
service or device necessarily contributes thing moves towards a bet-
ter scenario. On the horizon there are a lot of dark clouds: security,
privacy, interoperability, business models are some aspects that
can jeopardize the benefits that IoT health can bring to our society.
In this paper, we have tried to shed light on unconsidered aspects
of this new and promising scenario that could bring benefits to
the whole society, if it is not compromised by the greed of some
companies willing to do anything for profits, and we underlined
the need for policies and standards for industries and developers,
along with more transparency towards final users.
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